M206 02 Revision Notes Chapter 50 - Internet, Security and Network Computing


Local Area Networks
· Covers one building or site. 

· WAN covers a larger geographical area.

· LAN may use Internet Protocols. In this case it will be termed an intranet.

· Extranet - A secure, private network within the LAN.

· Networked computer is a workstation
· Local resources are the hard/software and peripherals available that make up the workstation.

· Network resources include application software, storage and printers on the network.

· Network server is the computer that holds and manages the resources for the network.

· Network printer is available to network computers.

· Each station is a node on the network.

Using a Local Area Network
· Login - Allows user to access networked resources. Login comprises user id and password, with which to access user account on the network. (Password should contain a mix of letters and numbers)

· Drive Mapping - Drive letter assigned to server hard disk that network user has access to.

· Using Server Programs - Server programs are loaded into workstation RAM as they would be if they were held on local RAM.

· File locking prevents more than one user at a time accessing a data file.

Network Hardware
· NIC (network interface card) - Connects workstation to network to allow sending and receipt of data.

· Connections - Cables Unshielded Twisted Pair, Shielded Twisted Pair, Coaxial.

· Connections - Wireless - Radio and infrared. NICs need transmitter/receivers.

· Server - Dedicated File Server delivers files and programs to workstation, it does not run programs or process data.

· Server - Non-Dedicated File Server (Peer to Peer) -  A workstation that serves data and programs for other workstations.

· Print Server - Manages print jobs in a print queue. Printed in order of receipt.

· Application Server - Runs specific application software and supplies processed results to workstations.

· Host Computer - Forms the basis of a system where workstations hold no CPU or storage. All processing and storage occurs at the Host. Time sharing, users have to wait for processed results.

· Terminal Emulation Software - Connects microcomputer workstation to the host providing displayed results abilities but no processing of the displayed data.

Data Communications

Communications Channel: Path or frequency for communications.  

Communications Medium: Carries one or more communications channels.  

Bandwidth: Capacity of a communications channel. The higher the bandwidth, the greater the volume capacity.

Digital: Bits per second.

Analog: Hertz (Hz)

Data Communications Topology
· Star - Central hub, each station connected to the hub.

· Bus - Stations connected following each other in a chain.

· Ring - Continuous loop. A bus with both ends connected.

Data Communications Protocols

A set of rules for the orderly and accurate transmission and reception of data. Sending and receiving devices must use the same protocols.

· Error checking - Even parity the number of 1s must be even including parity bit. Odd parity, the number of 1s is odd.

· Synchronous - Communicating devices synchronised by a signal called a clock.

· Asynchronous - Blocks transmitted with start and stop bits.

Signal Direction
· Simplex - Transmit or receive. Not both.

· Half-Duplex - Transmit and receive. But not both at once.

· Full-Duplex - Transmit and receive at the same time.

Communication Channels
Also known as links. used to carry data.

· Twisted Pair Cables - Shielded or Unshielded (UTP). Category 1 voice-grade up to Category 5 data-grade at100Mbps.

· Coaxial - Also known as Category 6 with bandwidth in excess of 100Mbps.

· Fibre-optic - Uses laser. Speeds in excess of 50Gbps. Each optic strand is one way. Two strands needed for transmission and reception. 

· Radio and Infrared - Bandwidth higher than cable but less than fibre optic. Less reliable due to interference. Infrared is line of sight. Requires unobstructed path.

· Microwave & Satellite - Bandwidth higher than cable but not as high as fibre optic.


Telephone System
Circuit Switched - Direct connection of a circuit between two telephones.

POTS - Plain Old Telephone System.

Voiceband Modem - Modulation demodulation. Required for computer data over telephone system. 52Kbps.

ISDN - Dial up or dedicated lines. 64Kbps to 128Kbps.

ADSL - Asymmetric Digital Subscriber Line. Engineered to provide download faster than upload. Typically - 

· Maximum Download - 512kbps 

· Maximum Upload -  256kbps

Direct Satellite Service - 400Kbps downstream but only normal modem upstream.

Internet and intranets
Packet Switching:   Using TCP/IP protocols but LANs may combine with other such as Novell IPX.

Network Access Methods
All devices on a network must use the same Network Access Method.  

· Ethernet - NIC checks if network is busy. Waits if busy, sends packet if OK. Packets go to all devices but is only accepted by the addressed destination. Collision detection monitors for colliding packets. packets will be rebroadcast. Devices will wait a random time before re-broadcasting. 

· Token Ring - Prevents collisions by attaching packet to token. If token is not available device must wait.

· Network Communication Protocols - All networks must use some form of protocol system. TCP/IP is the most popular but LANs may use other protocols in addition to these. IPX/SPX and NetBIOS/NetBEUI.

Internet
IP Addresses - Numerical address indicators for packets.

Nameserver - Translates typed names into numerical IP address.

Routers - Positioned between networks and sends packets across network. Stores IP addresses on a routing table. 



Problems, problems!
· Operator error - We're only human.

· Power failure - Get a UPS.

· Power Surge/Spike - Surge is longer. Both do damage to computers and modems. Not forgetting lightning strikes. Get a surge suppressor. I did.

· Hardware Failure - MTBF (Mean Time Between Failures) A measure of computer component expected life span.

· Fire & Floods - Do some back ups. I use Yahoo to store some of my data, and email other stuff to work and store it on my Drive Mapped Server.

Catching a Cold! Or is it Flu?
· Computer Virus - A program, attaches itself to a file, reproduces and spreads to other files.

· Payload - The virus' mission.

· File Virus - Attaches to an application program.

· Boot Sector Virus - Infects your system every time it is turned on.

· Macro Virus - The most common of all viruses. A miniature program containing legitimate instructions that can be very destructive.

Trojan Horse
This is not a virus but it may carry a virus!
It is a program that appears to do one thing but is designed for another purpose.

Time Bombs and Logic Bombs
· Time Bomb - A virus that hides on your system until a specific date and then unleashes its payload.

· Logic Bomb - A computer program triggered by the appearance or disappearance of specific data.

Wiggly Worms
Worm - Designed to 'wiggle' into a network through a security 'hole'. It will then reproduce itself. It is not attached to a document or other .exe file.

Virus Protection
Don't use a computer!
Obtain anti-virus software, keep it up to date and use it. 

Don't open email attachments unless you are 1000000% sure the source is trustworthy, and even then you may receive a virus. The source may be having its emails sent out by a virus that they have received.

Don't allow the use of floppy disks and zip disks of unknown origin. Scan with anti-virus software first.

Risk Management
· Save work often.

· Don't format your floppy disk without checking contents first.

· Use your anti-virus software on downloaded data.

· Do not open documents with unknown macros.

· Use copy and not cut.

· Restrict physical access.

· Restrict online access

· User ID and Passwords

· User Rights

· Erase

· Create

· Write

· Read

· File Find

· Does your system have a trap door left by your administrator?

· Encryption - PGP by Phil Zimmerman
· Public Key Encryption

· Sandbox

· Digital Certificate

· SSL

Back Ups
You know it makes sense!

Don't leave your back up with your computer - Theft, Fire, Flood - all these run the risk of losing both at the same time if they're together.













